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Businesses need a way to stay compliant with ever-changing privacy
regulations. On the other hand, they need to stay on top of what is going on
their websites. How can you reconcile what seems like two contradictory

Goals? According to Google, the answer may be consent mode.

The short version of how this works is by controlling how your tags behave

when a user grants or denies tracking.

Businesses need a way to stay compliant with ever-changing privacy
regulations. On the other hand, they need to stay on top of what is going on
their websites. How can you reconcile what seems like two contradictory

Goals? According to Google, the answer may be consent mode.

The short version of how this works is by controlling how your tags behave

when a user grants or denies tracking.

The user grants tracking

Your tags send all the users’ data without taking away any identifiers.

The user denies tracking

In this case, the data still gets sent but the without any personal data. This is
the case because there are no cookies to store this data. Google call this type
of data cookieless pings. In some cases, we don't want to send any kind of

data to Google. We will talk about this in the Basic Consent Mode Section.
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As we said in the previous chapter, consent mode allows you to keep track of
users who did not consent by sending cookieless pings. The data is used for
modeling.

The goal is to guess how many conversions happened in total. Without
Consent Mode, you won't see conversions of people who opted-out of
tracking.

In order for consent mode to work, you need two things.

Consent Management Platform (CMP)

The main role of CMP is to manage users’ privacy choices. Another role is to
share these choices with Google Tag Manager. This will determine how much
information we can share with Google Ads, for example.

Display cookie banner

Powered by COOkiebOt
s by Usercentrics

Consent Details About

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse our traffic. We also
share information about your use of our site with our social media, advertising and analytics partners who may combine
it with other information that you've provided to them or that they've collected from your use of their services.

Deny Customize » Allow all

A CMP will display a cookie banner when a new user visits your website.
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Send consent signal to Google Tag Manager

Once the user makes his choice, GTM receives a signal with the user’s choice.

GTM will use it to determine how a tag will execute.

Assuming the user denies any kind of tracking, the signal will look like this:

Unset
ad_personalization: "denied’
ad_user_data: ‘denied’
ad_storage: "denied’
analytics_storage: 'denied’
functionality_storage: "denied’
personalization_storage: ‘denied’

security_storage: "granted’

- ad_storage
controls how your Google Ads tags will behave
- analytics _storage
parameter are responsible for managing Google Analytics tags.

The other signals do not control the behavior of our tags. Consent mode v2 we
have two new parameters Ad_user_data and ad_personalization which we

will talk about when we introduce consent mode v2.
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Consent Overview in Google Tag Manager

This feature controls how your tags will behave in the presence/absence of
consent. Once a CMP sends the signal, GTM will use it to determine how to

execute each tag.

To enable consent settings.

Go to GIM container > Admin > Container settings > Enable Consent Overview.

X Edit container m :

Container Settings

www.analygo.co - client-side
@ Web
Default Workspace

Additional Settings

‘] Enable consent overview (BETA) (0]
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The only noticeable difference is the new parameters in the updated version:
ad_personalization and ad_user_data.

ad_personalization

Google Ads uses this signal to display ads adapted to your browsing history.

ad_user_data

As the name suggests, GTM sends the user’s personal data to Google Ads.

®

Google Consent Google Consent
Mode Mode V2

&

Required Tags

ANALYTICS _STORAGE

AD_USER_DATA

V)
AD_STORAGE 0
Q
o

AD PERSONALIZATION

O 00

The differences between the new parameters and ad_storage and
analytics_storage, is that, unlike the latter, they don't control WHAT data we
can send to Google Ads, for example. They tell Google Ads HOW the data can
e used.

If a user opts-out of ad_personnalization then Google Ads will not deactivate
remarketing for this user.

10
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Two Types of implementations: Basic And Advanced

Consent Mode

Advanced Consent Mode

Advanced consent mode is when you send data to Google even when the
user opts-out of tracking. The data is anonymous with no identifiers. The
purpose of collecting it is to compare it with what people who accepted
cookies. This comparison will help Google estimate the ‘real’ number of

conversions and traffic.

Basic Consent Mode

Advanced consent mode might not be a good approach from a privacy point

of view in our point of view. This is especially true if you operate in the EU

region. You might want to configure basic consent mode in this case.

The basic version of consent mode doesn't send any kind of data to Google.
You can think of it as the more strict version.

1l
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To update your set, you only need to add the new parameters
ad_personnalization and ad_user_data. The method you will use depends on
whether you are using a GTM template or you added the CMP script to the
website.

Although you can set up consent mode v2 manually (method #3) we highly
recommend using one of the recommended CMP by Google. This will reduc
the amount of manual work you have to do (and chances of making an
error...)

You Are Using Google Tag Manager Template

In this case, you need to enable ad_user_data and ad_personalization in GTM
template. Here is an example with the CMP CookieYes.

X Newrow

Eumctional Cookies

Consent mode CMP

As you can see, we have all the parameters we discussed earlier.

14
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If your CMP doesn't display the new parameters, try deleting it and adding it
again to your GTM library.

You Added the CMP Script to Your Website

In this case, you need to add the two lines of code for each parameter. Your
final script will look like this:

Unset

window.datalayer = window.datalLayer || [];

function gtag() {
datalLayer.push(arguments) ;

}

gtag("consent", "default", {
ad_storage: "denied",
ad_user_data: "denied",
ad_personalization: "denied",
analytics_storage: "denied",
functionality_storage: "denied",
personalization_storage: "denied"”,
security_storage: "granted",
wait_for_update: 2000,

1)

gtag("set", "ads_data_redaction", true);

gtag("set", "url_passthrough", true);

15
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Chapter V: Example of
Implementing Consent

Mode v2 for Google Ads

16



INALYGO

You need two ingredients for the implementation to work.

Step 1: Configure The Consent Management Platform (CMP)

Aim for a CMP that integrates well with Google Tag Manager. A decent solution
can send consent signals to GTM and thus minimizing the time you have to
spend on implementation. While there are dozens of CMPs to choose from, |
recommend choosing from this list provided by Google.

First, Add The CMP Tag Template to Google Tag Manager. In this example, we

will use Cookie Yes. We need to add the CMP code to our website.

Google Tag Manager > New > Template Gallery > ‘CookieYes"

* " Import Tag Template [ cooaaes )

[ Cokievacw 5

by caokieyenl

Attention: The tenplates provided by third party parties in this Google Tag Manager
Community Tomplate Gallery are not provided by Google. Google makes no promises or
commitmeats about the performance. qualtty, or content of the services and applications
provided by the tlemplates. Your use of this Gallery 15 subject to the Community lempate
Gailery User Policiea

17
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Next, configure The CMP by adding consent settings

By default, we will disable consent settings and keep only the necessary
cookies.

Your website requires necessary Cookies (thus the name) to function. They
keep track of your preferences so that you don't need to make the same
changes when you visit a website the second time (language, login, etc.).

| will select the “Consent Initialization” trigger.

18
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*

eQoco

Choose a trigger

Name T

M Pages

Coeeent Initalzstion - All Pagee

Iritialzation - All Pages

e
Page Viow
Convant intisiization

nifializatos

vvvvv

Do not use this trigger for any other tag besides CMPs. The initialization trigger

is great for this particular use, because it allows the CMP to collect users

choices before any other event.

Finally, let's preview the tag and see what signals are we getting from the CMP.

9

8

11 Config

10 cookie_consent_update

Consent

Window Loaded
DOM Ready @
Container Loaded @
Initialization (@
Consent

Set

Consent Initialization @

Message

T rean

» L Analytics & Growth Mar...

gtag("consent”, “default", {...})

output of (NI o

Hits Sent

Event Consent State @

Type

ad_storage
analytics_storage
functionality_storage
personalization_storage
security_storage
ad_user_data

ad_personalization

On-page Default

Granted
Granted
Cranted
Granted

Granted

On-page Update
Denied
Denied
Denied
Denied
Granted
Denied

Denied

Data Layer

19
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As you can see, GTM is receiving the consent signals. We can now configure the

Google Ads tags.

Step 2: Google Ads configuration with Consent Mode

The first thing we need to do is to enable the Consent Overview from the admin

section.

X Edit container

Centainer Settings

................

I hamzaelkhamaz.om - client e ]

Rei

Deofwilt workapace name
Default Workspace

Additional Sattings
[ [ESap—p—— L

We can control how tags will behave when we receive consent
signal using consent overview.

20
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We need to determine what_type of consent mode we want to set up.

Option 1: Advanced Consent Mode

We need to leave in this case the default consent settings.

X Google Ads - Phonecall 3
Fuise

> Conversion Lirking

¥ Advinced Settngo

23 tring oty @

] Enabie custom tag firing schadule

(7] Ondy fice this tagin published cortainets. @
Tig fring cotians

Once per evest -

> TagSequencing @
> Addtional Tag Metadata

v Gonsent Settings ™ @
it @
ad_storage
Adtonal Canaert Checks
O Not sat
(®) No additiosal consentrequred @

(O #equre aosmansl corsent for tag 10 fie &

We are almost done. Let's save and check the payload.

ik [0 GSements Console Scurces Notwork  Performance  Memory  Application  Lighthouse  Recorder X Analytics Debugger  dataslayer i) GA4 Debugger
@ @ Y Q ([Preseveg [ Disablecache Nothrotling v = L &

NCiClzcyBoYEIEIplgE @ [ Invert [ Hidedata URLs [ Hide axtersionURLs Al Doc JS FetchXMR CSS Font Img Media Nanifest WS Wasm  Other

Performance insights X

) Bocked response cookies 7] Blocked

10000ms. 29000 ms 30000 me 40000 . 50000 ms 5000C ms 70000 s 80000 90000 ms 100000 me 110000 ms 12000 ms 130000 |
’ lll | Tming  Cookies
Name X Headers Payload Prevew Hesponse Initator
IE 11885t=17053020. (&data=ads_data -3&fmt: ew 11
5] 1 1184t=1 L uapv=14.2.18 Sl da_data_| fst: 1795382063583
i 2884 118ft=1 2 L TOIe7T
I 386472606/ frandom=10019216864cv=118f5t=17053020635. .. MOVHIpFLD2RBNYIWERKSQgQCeS_Fmg8mndom=1802914304 quic: N

864 1001921 11815t=17053020635... SEG2X_2UZwGcGI2BYQh2AbIKAQEGSPx FWeINCQ_pOCKYXYT S
o FE ol
) 3864 17053021 118f8=17053021.. . deta. e R
386472606 7random=1705302175408&cv=1184st=170530217. . uapv=14.2.1&uaw=08dsta=ads_data Yalse S
| al 38 Iml=4
2] 386472606/ 7random=17053021756708cv=11&15t=1705302 _data s ged: 11v1vinies
[ =3 11815t=170630217540...FW. ZXF SDKU A s
I ARRATIRNA Irandnm-1TRR705 7R M- 11 R I 1 TASAVI TRRT  1WY1IKNI INRmIOWT Ry FRIFWiOShH TRARNA WO UNeishAATR :

| 14/292requests 6.4 kB/ 2.7 MB translemed 10.1kB/169MB msources  Fhnish:3.0min  DOMCantentl.oaded: 3.63 5

Load:

u w: 1680

The tag is working as expected, and it's sending the consent signals to Google

Ads.

21
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Option 2: Basic Consent Mode

With basic consent mode, the tag won't fire unless consent is granted.

X Google Ads - Phonecall O3 - i
2] Enabie custom tsg firing scheduls

[C] Ondy fire tha tag n published cortainers ()

Vou sstions

Once piv evest -

>  Tag Sequencing
> Addtions Tng Metadsta @

v Coment Settings ™'

Bullin Consent Crecks (@
wtternge

(O Notsat
(O No acditional consent requied @
@) Requre adsitonsl consent for tag to fire @

ad_storage @

+ Add raquired coneent

Triggering

All Blements

Al Elomaets

Furthermore, when we preview the set-up, you will notice that because of the

consent settings, the tag was blocked:

30 Ciick datalLayer.push({event: “gtm.click”, ...})

29 cookie consent_update

Qutput of GTM-5L8CCQFZ @

28 Consent
Tags Variables Data Layer

27 Window Loaded

26 Ciick Tags Fired

None
25 DOM Ready m

Tags Blocked by Cansent Settings
44 Container Loaded @

Google Ads - Phone call track buttons
23 Initialization @

Google Ads Conversion Tracking Custom HTML
22 Consent
- Tags Not Fired Show
21 Set

7 tags did not fire

20 Consent Initialization

22
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Final Words On Consent
Mode

Google Consent mode is probably here to stay. For now, it's only required for
Google Ads and GA4 in case it's linked to Google Ads. As we saw earlier,
updating to consent mode v2 is as simple as adding the new parameters.
Make sure to choose a consent management platform (CMP) that supports
consent mode V2.

Before going about implementing consent mode, we highly recommend

selecting a decent CMP from this_list made by Google.

Hamza El Kharraz

Hamza is a Digital Analyst who after some years of working with agencies and
scale ups moved to founding analogy.co, a consultancy and knowledge
resource for businesses to make the most out of their data.
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